AIR NATIONAL GUARD (ANG)
MILITARY VACANCY ANNOUNCEMENT

THE HIRING DIRECTORATE, NGB/CF, ANGRC/CC & NGB/HR RESERVE THE RIGHT TO REMOVE THIS
ADVERTISEMENT AT ANYTIME.

THANK YOU FOR YOUR INTEREST IN THIS MILITARY VACANCY ANNOUNCEMENT. PLEASE READ EACH
SECTION CAREFULLY AND ENSURE YOU ARE IN FULL COMPLIANCE BEFORE THE CLOSEOUT DATE LISTED
BELOW.

****WE HIGHLY RECOMMEND YOU SUBMIT YOUR PACKAGE AS EARLY AS POSSIBLE. DO NOT WAIT UNTIL
THE CLOSE OUT DATE TO SUBMIT***** APPLICATION PACKAGES WILL NOT BE ACCEPTED AFTER THE
CLOSEOUT DATE LISTED BELOW.

DUE TO THE HIGH VOLUME OF APPLICATIONS, PACKAGES RECEIVED WITHIN FOUR DUTY-DAYS OF THE
CLOSEOUT DATE WILL BE REVIEWED FOR QUALIFICATION/DISQUALIFICATION ONLY. WE WILL NOT BE ABLE
TO ASSIST YOU WITH COMPLETING YOUR APPLICATION. INCOMPLETE APPLICATIONS SUBMITTED WITHIN
FOUR DUTY-DAYS OF CLOSEOUT DATE WILL BE DISQUALIFIED. QUESTIONS PERTAINING TO APPLICATION
REQUIREMENTS SHOULD BE REFERRED TO NGB/HR. ONLY NGB/HR WILL DETERMINE
QUALIFICATION/DISQUALIFICATION.

**You MUST submit ALL required documents IAW the Application
Procedures/FAQs located on the website. These procedures/FAQs change and
you MUST follow the MOST CURRENT PROCEDURES**

ANNOUNCEMENT NUMBER: MVA 2018-011R1
Previously qualified applicants do not need to reapply

OPEN PERIOD: 14 March 2018 thru 2359 EST, 15 April 2018

HIRING DIRECTORATE: AATC

POSITION TITLE: Cyber Systems Manager

AFSC REQUIREMENT: 3D072, 3D073, 3D171, 3D172 (PAFSC, 2AFSC,
3AFSC, 4AFSC)

RANK/GRADE REQUIREMENT: TSgt/E6-MSgt/E7

POSITION INFORMATION: Full Time, Title 10, Statutory Tour

TOUR LENGTH: 2-4 Years

AGENCY: National Guard Bureau (NGB)

DUTY LOCATION: Tucson, AZ

WHO MAY APPLY: Qualified ANG members only
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1. Requirements

**Second Reminder-You MUST submit ALL required documents IAW the
Application Procedures/FAQs located on the website. These procedures/FAQs
change and you MUST follow the MOST CURRENT PROCEDURES. All applicants
are strongly encouraged to thoroughly review all application procedures and
FAQs prior to contacting NGB/HR and especially prior to submitting your
application**

Must hold rank/grade, AFSC requirement, and be current/passing within fithess standards as
established by AFI 36-2905, by and through announcement closeout date. All information must be
accurately indicated on the vMPF RIP at the time of application.

Must have or be able to obtain a Top Secret security clearance.

2. Position Description

-Manages the assigned IT/communications environment with privileged access at the network level.
Plans, coordinates, installs, and continuously analyzes system design, hardware and software.
Develops, recommends, and installs solutions and upgrades to ensure availability, integrity,
efficiency, and reliability of all components of the assigned system. Provides Information Assurance -
Technical (IAT) Il information systems support for all disciplines, ensuring the rigorous application of
information security/information assurance policies, principles, and practices in the delivery of
network services. Serves as a focal point for ensuring functionality and operability of the assigned
IT/communications system environment. Optimizes the functionality and performance of hardware
and software systems and ensures availability, integrity, efficiency, and reliability of system
resources. Analyzes installation of any new hardware or software introduced into the environment to
ensure its compatibility with existing architecture, its reliability, and functionality in relation to the
organization’s business requirements.

-Runs tests to verify operability and functionality; analyzes hardware and software malfunctions to
resolve physical and logical processing problems; and recommends acquisition of programs or
equipment which will resolve operational problems. Provides on-going optimization and problem
solving support; continually surveys system operation to identify potential systems problems which
could lead to loss or serious interruption of service. Initiates corrective or preventative measures to
rectify immediate problems and prevent future occurrences. Troubleshoots and diagnoses system
failures to isolate source of problems. Performs testing, troubleshoots, and corrects problems relative
to interface and interoperability of system components such as hardware, systems software, and
applications programs. Provides proactive consultation and instruction with system users to ensure
seamless implementation of changes. Assesses the security of installed systems. Provides customer
technical assistance and support for all users. Provides ongoing technical support to customers to
ensure proper functional use of equipment and programs and to preclude undue interruptions to IT
and communications services. Works with customers to ensure efficient operations which support
each units’ requirements. Assists in solving problems associated with delivery of hardware and
software orders.

-Provides management with information necessary to address difficult and complex problems in
automating work processes. Tracks life of system equipment, prepares and provides analyses to
determine future maintenance and replacement costs to help justify budget submissions. Reviews
purchase requests and statements of work, ensuring documentation is sufficient to justify
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enhancements necessary to keep systems current and ensuring requested equipment and
applications are compatible with existing infrastructure. Promotes use of assigned systems by
providing instructions to functional area users on IT/communications processes and procedures
associated with each supported system. Works with customers to resolve integration or configuration
related issues associated with a variety of different system platforms, operating systems, applications,
and equipment configurations. Determines customer requirements and assists customers by
recognizing and analyzing trends and providing instruction and orientation services. ldentifies and
documents system requirements for specific needs of customers. Conducts in-depth analyses of
system usage, user complaints, traffic interruptions, hardware and software capabilities, and other
relevant factors. Recommends methods and procedures and coordinates corrective action to optimize
utilization of present equipment.

-Ensures upgrades to the base IT and communications infrastructure are identified and assists
customers in developing and submitting recommendations for additional equipment and funds.
Cooperates and works with squadron personnel in planning and developing new or additional
infrastructure/architecture capabilities. Identifies potential performance or capacity problems. Works
with technical support personnel in resolving problems. Manages system user accounts, resets
system passwords, and resolves firewall issues. Responds to trouble reports by analyzing problems,
providing solutions, and recommending actions necessary to avoid future difficulties such as
enhancing, replacing, or modifying existing programs, applications, and equipment. Maintains records
of analyses, tests, and the techniques and procedures applied in problem resolution to establish a
record of activities for future use. Coordinates efforts between system customers, system support
personnel, and commercial vendors to identify and resolve hardware, software, and other system
anomalies. Records problem reports as they occur and analyzes data to determine trends in use or
performance that could lead to future problems.

-Provides orientation in the use of new or changed technology. Provides formal or informal training to
ensure users understand the interrelationships of the system and are able to operate the system
without undue difficulty. Prepares user manual or instructions for assigned applications. Conducts
feasibility studies to identify and analyze system failures and analyzes data to determine if trends
exist which forecast the need for future replacement or modification of system hardware and
software. Based upon the results of studies and the analyses of trends in usage and system
problems, determines the feasibility of significant modifications vs. replacement to improve reliability.
Participates with operating officials, system users, and others in progress review of established
systems to determine the reliability, productivity, and user friendliness of the existing system
hardware and software.

-Performs other duties as assigned.

3. Application Reminders

Promotion Opportunity: If this Military Vacancy Announcement is a promotion opportunity and you
are currently assigned to a Special Duty Identifier (SDI), you must meet the promotion requirements
as outlined in AFI 36-2502.

Applicants who are in a higher grade than the grade for this advertisement must provide a statement
of understanding with your application stating you are willing to be voluntarily demoted without
prejudice if selected for this position, IAW AFI 36-2502. If selected for this vacancy, voluntary
demotion action must take place prior to being assessed to the Statutory Tour Program.

Pen/ink changes to any source document, i.e. Report on Individual Personnel (RIP), evaluations, etc.
could result in disapproval.
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It is your responsibility to ensure your vMPF RIP is accurate/in order prior to application submittal.
This includes but not limited to, verifying duty history, AFSC, service dates and ensuring overdue
TDY codes are cleared.

4. About Statutory Tours

This is a fully funded Permanent Change of Station (PCS). Visit DFAS website for most current Basic
Allowance Housing (BAH) & Basic Allowance Substance (BAS) rates for the duty location listed on
this announcement.

All Members assigned to the Statutory Tour program will remain affiliated their state/territory while
serving on Statutory Tour.

All field members to include AGR, Technicians, Drill Status Guardsmen, ANG members assigned to
NGB as a State Candidate, and ANG members assigned to NGB utilizing a state resource, must
obtain and submit State TAG approval with application. Members currently assigned to the Statutory
Tour program (excludes State Candidates and members assigned to NGB utilizing a state resource)
must obtain current director’s approval.

Statutory Tour members may be eligible for the Post 9/11 Gl Bill if they serve on active duty Title 10
and/or Title 32 502(f) AGR for 90 days or more, after 11 September 2001. Their eligibility percentage
starts at 40% for 90 days to 5 months. It increases 10% every 6 months, maxing out at 100%.

Statutory Tour service time does not count toward reduced eligibility age for reserve retirement pay.
Further information regarding the Statutory Tour Program can be found in ANGI 36-6.

Application packages will be reviewed to ensure qualifications are met. Packages are reviewed within
four duty-days of receipt. You may email usaf.jbanafw.ngb-hr.mbx.hr-apply@mail.mil or call 240-612-
8884 to check the status of your application. Please do not call/email for a status update within the
four duty-day period.

IMPORTANT NOTE:

Based on the volume of applicants, packages received within four duty-days of the closeout date
listed on the announcement will be reviewed for qualification/disqualification only. Any
incomplete/missing requirements/documentation will result in disqualification. Submittal of any
missing documents/requirements after the closeout will NOT be accepted. We highly encourage you
to submit packages as early as possible. If you have any questions pertaining to your package refer
to our FAQs and application procedures. If your question is still not answered, contact our office for
clarification. Review your application and requirements thoroughly before submitting to preclude
disqualification.

TO APPLY FOR THIS VACANCY, SELECT THE LINK BELOW AND FOLLOW APPLICATION
PROCEDURES

http://www.ang.af.mil/Careers/ANG-Title-10-Stat-Tour
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